This checklist gives general guidance on HIPAA compliance. However, completing it does not
substitute an expert’'s precise and authoritative evaluation and cannot serve as a definitive
certification of your organization's compliance status.
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How Do | Become Compliant?
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The Health Insurance Portability and Accountability Act (HIPAA) is a United States federal law
that establishes standards for securing protected health information (PHI). To ensure

compliance, organizations must take proactive steps to safeguard PHI from unauthorized
access.

Here are the key measures and priorities for achieving HIPAA compliance:



. Appoint a Privacy and Security Officer:
11 Designate a privacy and security officer responsible for overseeing HIPAA compliance.

11 Ensure the officers understand their roles and responsibilities, such as training,
monitoring, and incident response.

. Establish HIPAA Compliance Policies and Documentation:
o Develop comprehensive written privacy and security policies.

0 Create a code of conduct applicable to all personnel.

0 Regularly review and update policies to align with current regulations and best practices.

. Create PHI Safeguards:

[ Implement technical safeguards, such as firewalls and encryption, to secure PHI during
transmission and storage.

[ Establish administrative safeguards to control access to PHI, including employee
permissions and termination procedures.

.1 Implement physical safeguards, such as facility access controls and proper disposal of
PHI.

. Conduct Workforce Trainings:
0 Train all personnel handling PHI on HIPAA regulations, privacy practices, and security
protocols.

7 Emphasize the importance of safeguarding PHI and preventing data breaches.
"1 Document completed training sessions for future reference and audits.

71 Regularly update the security training program.

. Conduct a Thorough Risk Assessment:
1 Perform a comprehensive risk assessment to identify potential threats and
vulnerabilities.

1) Mitigate identified risks through appropriate security measures and policies.

0 Consider engaging a qualified third-party to conduct an objective risk assessment.

. Sign and Review Business Associate Agreements:
] Establish Business Associate Agreements (BAAs) with external partners who handle PHI.

7] Ensure BAAs accurately reflect current HIPAA law.

71 Conduct regular reviews and updates of all business associate agreements.

. Create a Robust Backup Strategy:
0 Establish a data backup strategy to ensure timely access to medical records.

71 Regularly test backup and disaster recovery plans.



8. Create a Breach Notification Procedure:
71 Develop a clear plan for responding to and reporting security incidents that expose PHI.

1] Establish an internal response team to manage incidents swiftly and effectively.

0 Document all breaches, incident assessments, and actions taken to address the damage.

HIPAA compliance is an ongoing process that requires continuous effort and vigilance. By
successfully completing a HIPAA checklist, you demonstrate your unwavering commitment to
creating a secure environment for protected health information.

Additional Resources:

OCR's website: https://www.hhs.gov/regulations/index.html

phoenixNAP blog: https://phoenixnap.com/blog/category/compliance

Experience peace of mind with phoenixNAP's Data Security
Cloud — a fully HIPAA-compliant cloud solution designed to meet

the unique needs of organizations, regardless of the size.
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